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(U//FOUO) San Francisco, California-based Asian Criminal Enterprise Members 
Communicating Covertly via China-based Social Media Telecommunications 
Application 'WeChat', as of April 2013 


SOURCE: (U//FOUO) A collaborative source with excellent access, much of whose reporting has been 
corroborated for less than one year. 


(U//FOUO) As of April 2013, Asian Criminal Enterprise (ACE) members, including a member of 

the Hop Sing Tong, and an alleged 14k Triad Dragonhead in the San Francisco, CA, area utilized 
China-based social media phone application "WeChat' for covert communication. The ACE members 
believed this allowed them to avoid detection and technical surveillance by law enforcement, since the 
internet servers used for the application were in China. 


(U) This report has been prepared by the San Francisco Division of the FBI. Comments and queries may be 
addressed to the San Francisco Field Intelligence Group at 415-553-7400. 


(U) Warning: This is an information report, not finally evaluated intelligence. It is being shared for 
informational purposes but has not been fully evaluated, integrated with other information, interpreted 
or analyzed. Receiving agencies are requested not to take action based on this raw reporting without prior 


coordination with the FBI. 


(U) Note: This product reflects the views of the San Francisco Division and has not been vetted by FBI 
Headquarters. 
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FBI Customer Satisfaction Survey 


Please take a moment to complete this survey and help evaluate the quality, value, and relevance of our 
product. Your response will help us serve you more effectively and efficiently in the future. Thank you for your 
cooperation and assistance. Please return to: 

Federal Bureau of Investigation 


San Francisco Division 
450 Golden Gate Ave. 
San Francisco, CA 94102 
Fax: (415) 553-7674 





Customer and Product Information 

SIR Tracking ID: SIR-00000006670 

Product Title: San Francisco, California-based Asian Criminal Enterprise Members Communicating 
Covertly via China-based Social Media Telecommunications Application "WeChat', as of April 2013 
Dated: 

Customer Agency: 








Relevance to Your Intelligence Needs 

1. The product increased my knowledge of an issue or topic. (Check one) 
5. Strongly Agree 

4. Somewhat Agree 

3. Neither Agree or Disagree 

2. Somewhat Disagree 

l. Strongly Disagree 


Actionable Value 

2. The product helped me decide on a course of action. (Check one) 
— 5. Strongly Agree 

4. Somewhat Agree 

3. Neither Agree or Disagree 

2. Somewhat Disagree 

1. Strongly Disagree 


Timeliness Value 

3. The product was timely to my needs. (Check one) 
5. Strongly Agree 

4. Somewhat Agree 

3. Neither Agree or Disagree 

2. Somewhat Disagree 

1. Strongly Disagree 


Comments (please use reverse or attach separate page if needed): 
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